TCP: Transport Control Protocol

End-to-end reliable transmission with flow
and congestion control

Based on textbook Conceptual Computer Networks
© 2013-2018 by José Maria Foces Moran
& José Maria Foces Vivancos




+
Reliable Byte Stream (TCP)

In contrast to UDP, TCP offers the following distinctive characteristics:

m Reliable
m Connection oriented
m Byte-stream service

m Flow control involves preventing senders from overrunning the capacity of the
receivers

m Congestion control involves preventing too much data from being injected into the
network, thereby causing switches or links to become overloaded
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End-to-end issues in TCP

Process
opened
TCP port
34000

m TCP supports logical connections between
processes that are running on two different
computers in the Internet

J e TCP Connection:
(20.30.45.56, 34000, 193.146.101.46, 12345)

Process
opened
TCP port
12345

m TCP connections are likely to have widely different
RTT times %@

m Packets may get reordered in the Internet 20.30.45.56

Process
opened
UDP port
32000

m Flow Control
m Each side of a connection will learn what resources
the other side is able to apply to the connection

, Receiving host IP
. 193.146.101.46

m Congestion Control

TCP Connection:
(10.25.26.27, 2500, 193.146.101.46, 12345)

2500

Process
m Each sending side of a connection will learn the @) opened
capacity of the network TCPport | e

Sending host IP
10.25.26.27
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TCP Connection: Reliable channel

- Data S-> C

- ACK C->S

Process

opened opened

TCP port TCP port

34000 - Data (->5 12345
| - ACK S->C

Process

Bidirectional, reliable channel (TCP connection):
(20.30.45.56, 34000, 193.146.101.46, 12345)

X
-

20.30.45.56
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+_ . .
TCP is a byte oriented protocol

m Cand S send bytes into the stream and also receive bytes

APACHE

o Mozilta Process
) Firefox | opened
TCP port
34000

&

20.30.45.56
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Read byte stream
Process

opened
TCP port
80

Read byte stream

Write byte stream



==
TCP buftfers data before sending or receiving

m TCP on the source host buffers enough
bytes from the sending process to fill a
reasonably sized packet and then
sends this packet to its peer on the

J| Mozilla

&) Firefox

destination host. Wt byt stream N\
Bat Read byte stream
m TCP on the destination host then — o
empties the contents of the packet Transtit bufer Recee bufer
into a receive buffer, and the receiving
process reads from this buffer at its Read a segment
leisure. ~
Transmit a segment
m The packets exchanged between TCP Q — e T e N
peers are called segments S eSS
20.30.45.56
193.146.101.46
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read delivery

==
TCP: Thread to t

St

Write byte stream

Transmit buffer Receive buffer

Data
Data

Transmit a segment

Segment Segment

T

APPACHIE

Data

Data
Data

Read byte stream

Receive buffer

Transmit buffer

Data

Data

Segment

—

Segment
Interneﬁt(j

Segment |

20.30.45.56
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TCP Demultiplexing key:
(Src Ip, Src port, Dest Ip, Dest port)

Layer 7

TCP
sockets M
TCP

Socket
buffers

Layer 5

Demux key = (Src IP-Dst IP Src Port - Dst Port)

Segment's payload \

is demultiplexed here [P Hdr  Src Port - Dst Port Layer 4

(See the demux key above)

P Hdr Src IP-Dst IP Protocoll Payload Layer 3
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The TCP protocol data unit

Segment
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==
TCP Segment Header

From RFC 793 by Jon Postel, 1981

0 1 2 3
0123456789012 3456789012345¢617829°01
s o e S s S o T SN S S
| Source Port | Destination Port |
s s o S S S s S S L S
| Sequence Number |
s o 2 e s S S
| Acknowledgment Number |
s e S e S O s T Tt N
Data U|A|P|R|S|F
Offset R|C|S|S|Y|I
G|K|H|T|N|N
s s S S S S S

Reserved Window

—ttetetotetot ot ettt et et ettt
| Checksum Urgent Pointer |
totetotototototototototototototototot ot oot ot ot ot ot ot et et m b et et =t
| Options | Padding |
totetototototototetototototototot oot ot ot ot ot ot et ot ot et et m b ettt
| data |
e e s s e N N R R

+—+

TCP Segment
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TCP Segment Header

SrcPort

[ ]
- Source port opened by sending o
Destination port
thread - - - -
SOUFCGPOFT 01234567890123456/89012345678901
B PN M SN S M S ST T P S M T S
Source Port | Destination Port |
| s T S e S S S S S
° DStPOFt Sequence Number Sequence Number |
B s s ST S e S S S S S s e S S S S
| Acknowledgment Number m
. . s s e SN S S S S S S S A S S S S
- Destination port opened by Data o[22 [=[3]7|
Offset Resi\%’e‘; ; R (A':ds s JWTd S Window
H = Sender's Advertised Window Size
recelVIng thread +—+—+-+—';-—+—+—+—+—+-+—+—+—+—+—+—+—+—+—+—+-+—+—+—+—+—+—+-+—+—+—+—+
| Checksum | Urgent Pointer
e S U S S S S S O S S U i ST SN T U S T S
| Options | Padding |
M e O T M ST T M T ST ST N T S M T T S
dat
° SequenceNum, ACknOWledgment 4|-—+—+-+—+—+—+—+—+—+-+—+—+—+—+—+§+§+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+
)
- Piggybacking data + acks /
|TCP Segment |
gm
- AdvertisedWindow

193.146.101.46

20.30.45.56

- Flow control on the sender
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TCP Segment Header
Acknowledgements (ACKs)

m TCP is a byte-oriented protocol: each byte of data has an /mplicit sequence number

m SequenceNum: the sequence number for the first byte of data carried in a segment.

m Acknowledgment and AdvertisedWindow fields: information about the flow of data
going in the other direction: PiggyBacking

0 1

2 3

0:1.2:.3:4 567890 1:2:34:56:7:890:1.2.3-4586 78901
O S S S S S SN S S MY U ST S ST Y O SR ST S S ST S S T S ST S S

Destination Port
P M S AP P P P S PSP AP P S S AP S s S S

| Source Port |

| Sequence Number

g T P M P ST S S e S S e o
| Acknowledgment Number
T S ST S SN SN S ST SR T T T ST ST WSS S ST S S WS U DT WU T S S

| Data | |u/a|P|R|S|F|

| offset| Reserved |[R|C|S|S|Y|I]

| | |6|x|H|T|N|N]|
S T U T S S N S ST S T
| Checksum |
S St U S Pt T S
| Options

doded ot adadadadadatadadadad ot ottt ad
| data

S T S T O S S S S ST ST ST B S

o

%

o+

o

3

+

3

3

Window

B S s T T e

Urgent Pointer

Rt L T P R T T TR S
| Padding

B s S S S S S S

S S S S R S N S S

TCP Header Format

+

+

-+

_—

_—

-+

_—

-

- Data S-> C
- ACK C->S

Process
opened
TCP port
34000

Process
opened
TCP port
12345

- Data C->S
- ACK S->C

Bidirectional, reliable channel (TCP connection):

@ (20.30.45.56, 34000, 193.146.101.46, 12345)

20.30.45.56

193.146.101.46
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Essential dynamics of TCP

m When TCP receives a new segment, soon, it will ack it:

m Send a segment acknowledging the received segment

Process
opened
TCP port
12345

Process
opened
TCP port

34000 SN = 1250

Data = HELLO

S
Q
=
20.30.45.56
193.146.101.46
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Essential dynamics of TCP

m When TCP receives a new segment, soon, it will ack it:

m Send a segment acknowledging the received segment

Process
opened
TCP port
12345

Process
opened
TCP port

34000 SN = 1250

Data = HELLO
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Q
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Essential dynamics of TCP

m When TCP receives a new segment, soon, it will ack it:

m Send a segment acknowledging the received segment

Process
opened
TCP port
12345

Process
opened
TCP port

34000 SN = 1250

Data = HELLO

S
Q
=
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Essential dynamics of TCP

m When TCP receives a new segment, soon, it will ack it:

m Send a segment acknowledging the received segment

Process
opened
TCP port
12345

Process
opened
TCP port

34000 SN = 1250

Data = HELLO

S
Q
=
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Essential dynamics of TCP

m When TCP receives a new segment, soon, it will ack it:

m Send a segment acknowledging the received segment

Process
opened
TCP port
12345

Process
opened
TCP port

34000 SN = 1250

Data = HELLO

S
Q
=
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Essential dynamics of TCP

m When TCP receives a new segment, soon, it will ack it:

m Send a segment acknowledging the received segment

Process Process

opened opened
TCP port TCP port
34000 SN = 1250 R345

Data = HELLO

S
Q
=
20.30.45.56
193.146.101.46
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Essential dynamics of TCP

m When TCP receives a new segment, soon, it will ack it:

m Send a segment acknowledging the received segment

Process Process

opened opened
TCP port T( A t
34000 SN = 1250

Data = HELLO

S
Q
=
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Essential dynamics of TCP

m When TCP receives a new segment, soon, it will ack it

m Send a segment acknowledging the received segment

Process
opened
TCP port

34000 SN = 1250
Data = HELLO

20.30.45.56

s/

193.146.101.46
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Essential dynamics of TCP

m When TCP receives a new segment, soon, it will ack it

m Send a segment acknowledging the received segment

Process Process

opened opened
TCP port T( A t
34000 SN = 1250

Data = HELLO

S
Q
X
20.30.45.56
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Essential dynamics of TCP

m When TCP receives a new segment, it soon will send an ACK for that segment

Process Process

opened opened
TCP port T( A t
34000 SN = 1250

Data = HELLO

S
Q
=
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Essential dynamics of TCP

m When TCP receives a new segment, it soon will send an ACK for that segment

Process Process

opened opened
TCP port T( A t
34000 SN = 1250

Data = HELLO
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Essential dynamics of TCP

m When TCP receives a new segment, it soon will send an ACK for that segment

Process Process

opened opened
TCP port T( A t
34000 SN = 1250

Data = HELLO
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Essential dynamics of TCP

m When TCP receives a new segment, it soon will send an ACK for that segment

Process Process

opened opened
TCP port T( A t
34000 SN = 1250

Data = HELLO
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Essential dynamics of TCP

m When TCP receives a new segment, it soon will send an ACK for that segment

Process Process

opened opened
TCP port T( A t
34000 SN = 1250

Data = HELLO

S
Q
=
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Essential dynamics of TCP

m When TCP receives a new segment, it soon will send an ACK for that segment

Process
opened
TCP port
12345

S
Q
X

20.30.45.56
193.146.101.406
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Essential dynamics of TCP

m When TCP receives a new segment, it soon will send an ACK for that segment

Proces;\\\

opened
TCP port
12345

Process
opened
TCP port
34000

X

0
J
20.30.45.56

103 146 101 46
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Essential dynamics of TCP

m When TCP receives a new segment, it soon will send an ACK for that segment

ACK DATA

Process Process

opened opened
TCP port TCP port
34000 12345

S
Q
X
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Essential dynamics of TCP

m When TCP receives a new segment, it soon will send an ACK for that segment

Proces;\\\
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TCP port
12345

Process
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TCP port
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Essential dynamics of TCP

m When TCP receives a new segment, it soon will send an ACK for that segment

ACK DATA

Process Process

opened opened
TCP port TCP port
34000 12345

S
Q
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Essential dynamics of TCP

m When TCP receives a new segment, it soon will send an ACK for that segment
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TCP port
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Essential dynamics of TCP

m When TCP receives a new segment, it soon will send an ACK for that segment

ACK DATA

Process Process

opened opened
TCP port TCP port
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Essential dynamics of TCP

m When TCP receives a new segment, it soon will send an ACK for that segment
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opened
TCP port
12345

Process
opened
TCP port
34000

X

0
J
20.30.45.56

103 146 101 46

Based on textbook Conceptual Computer Networks
© 2013-2018 by José Maria Foces Moran
& José Maria Foces Vivancos




Essential dynamics of TCP

m When TCP receives a new segment, it soon will send an ACK for that segment

ACK DATA

Process Process

opened opened
TCP port TCP port
34000 12345
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Essential dynamics of TCP

m When TCP receives a new segment, it soon will send an ACK for that segment

Proces;\\\

opened
TCP port
12345

Process
opened
TCP port
34000

X
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Essential dynamics of TCP

m When TCP receives a new segment, it soon will send an ACK for that segment

ACK DATA

Process Process

opened opened
TCP port TCP port
34000 12345

S
Q
X
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Essential dynamics of TCP

m When TCP receives a new segment, it soon will send an ACK for that segment

ACK DATA

Process
opened

Process
opened
TCP port
34000

-/

20.30.45.56

193.146.101.46
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==
TCP Segment Header

- Sequence numbers

- Because TCP is a byte-oriented protocol, each byte of data has an /mpiicit
sequence number

- SequenceNum field contains the sequence number for the first byte of data carried
in that segment. 3 : ; 3

01234567890123456789012345678901
e St S e St S S S
Source Port | Destination Port
e T s et S S O e e
Sequence Number Sequence number
e e e s ot N S e e
Acknowledgment Number
s T e s s s St T I e s S W B
Data U|A|P|R|S|F
Offset R|C|S|S|Y|I
G|/K|H|T|N|N
T e St S e S e e
Checksum | Urgent Pointer
e T e e T e S T U R
Options | Padding |
R T s St St S O s S St I L U
Data payload | data
e e s o s s s et s s s s s s s et

Reserved Window

|TCP segment |”""""'""’

Based on textbook Conceptual Computer Networ% 193.146.101 46
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==
TCP Segment Header |I

.
6 bits of | fl : 1 : :
* Itsocontro ags 01234567890123456789012345678901
L o e T et S i s S T S O
Source Port | Destination Port

° SYN’ FlN’ RESET’ PUSH’ URG’ and ACK. -i--+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+--i-

Sequence Number
e et S e e T e S e
| Acknowledgment Number

+—t =t FLAGSf 6 blts T T=T=T=T=T=T=T ~t=tetetatatat ettt at ettt =ttt

Data U|A|P|R|S|F

° SYN and FIN Offset| Reserved [R|C|S|S|Y|I Window

- —_ G|K|H|T|N|N
. , . . | Checksum | Urgent Pointer |
- Used for establishing and terminating e A
. e T e S S s S

data
d TCP w +|--+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+--!-
P ;
/
/

TCP Segment [

- ACK flag:

- Set whenever the Acknowledgment S
number field is valid 20.30.45.56

193.146.101.46
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==
TCP Segment Header

- This segment contains urgent data

0 1 2 3

. 012345678901234567890123456789¢01
- The urgent data is located at the o od e A P e P
. . f S St S S Y ST S S ST S S S S ST S

Sequence Number

beglnnlng 0] the payload l-+-+-+-+-+-+-+-+-+-+-+-+-+c-!l+1-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Acknowledgment Number

+=+—+- FLAGS, 6 bits »i—t—t—tmtmt et ot ot ot et et b ot et et e b b m b — bt

. -
° U P p h g d Data U|a|P|R|S|F
M Olnts to t e nonur 6’/72‘ ata‘ Offset| Reserved R|C|S|S|Y|I Window
G|K[H|T|N|N
block s s e S s o o e S S
| Checksum | Urgent Pointer |
s s s T T s s o S e S
Options | Padding |
s s e S N e S S S s s S S S S S S
data
° PUS H . s s s s s St (N P S S
LA y
/

- Sender invoked the Socket APl PUSH
operation

TCP Segment ]

- The TCP receive side should notify 20.30.45.56 193.146.101.46
the receiving thread of this fact
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==
TCP Segment Header

m Finally, the RESET flag signifies that the receiver has become confused, it received a
segment it did not expect to receive—and so wants to abort the connection.

m Finally, the Checksum field is used in exactly the same way as for UDP—it is
computed over the TCP header, the TCP data, and the pseudoheader, which is made
up of the source address, destination address, and length fields from the IP header.

0 1 2 3
01234567890123456789012345678901
e s T T s et S T

Source Port | Destination Port
s e T s St Tt T S B
Sequence Number
s s T s e et T R S T e e 1
Acknowledgment Number
Based on textbook Conceptual Computer Networks L FLAGS, 6 bits ~-+—+—+—1 s i G SO

2 . - Data u|a|p|R|S|F
© 2013-2018 by José Maria Foces Moran offset| Reserved |R|cC|s s|¥|T window
P P - G|k|H|T|N|N
& Jose Marla‘ Foces VlV&.IlCOS R e e e e e e e e e e e e e e e e e e e e s Sl e el S el S e
Checksum (Inet cksum) Checksum | Urgent Pointer
B s S S T S S S A S S A S
Options | Padding

T s ST SR S S S N S S S S s 3

data
B T T s s T et T i s ot

20.30.45.56 193.146.101.46



TCP

Connection establishment and teardown
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+
Connection Establishment/Termination in TCP

° 1st: Three-way handshake
Active @
open

2nd:Full duplex, reliable channel
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+
Connection Establishment/Termination in TCP

Server Client
Stream Stream Server Client
socket socket
----""7 ®—— Gonnection request Welcome soCKe
1st: Three-way handshake (CONNECTION)
Active Client socket
Connection indication &=~ open * - - o — —, i
SYN and ACK set Active

Connection response ~-______
Connection request | T TTTmse=——oo open
'''' »<4—_ Connection confirmation
Connection indication

ACK set + data C->S .
_.-- Connection response

Connection confirmation -

Connection established

_______________ N
e trallsiei ---"" Delegate socket ull duplex, reliable channel
-7 or DATATRANSFER
P
* tiempo
Peer-to-peer interface Sockets API/Service interface
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+
State transitions in TCP

CLOSED
' Active open/SYN
Passive open Close
Close
Y
LISTEN
SYN/SYN+ACK Send/SYN
SYN_RCVD |3 SYN/ISYN+ACK SYN_SENT
ACK SYN+ACK/ACK
Close/FIN
ESTABLISHED
\J Close/FIN FIN/ACK
FIN_WAIT_1 CLOSE_WAIT
FIN/ACK
ACK o Close/FIN
\ 4—>< Y
L
FIN_WAIT_ 2 g CLOSING LAST_ACK
ACK Timeout after two ACK
y segment lifetimes Y
FIN/ACK
= TIME_WAIT > CLOSED

© Larry Peterson & Bruce Davie. Elsevier 2013 All rights reserved



Sockets API
- Passive Open (Server)
- Welcome Socket is a Java ServerSocket instance

« In Citis the result of socket()
- listen()/accept()

« Active Open (CIient) CLOSED

\ .
Active open/SYN
¢ Java SOCket Passive open Close
Close
-« Csocket()
LISTEN
Server Client
\Welcome sOCKe
1st: Three-way handshake (CONNECTION) SYN/SYN+ACK Send/SYN
Client socket SYN_RCVD SYN/SYN+ACK SYN_SENT

:

ACK /- SYN+ACK/ACK
CloselFIN
ESTABLISHED
Y Close/FIN \_ FIN/ACK
FIN_WAIT_1 CLOSE_WAIT
FIN/ACK
ACK Y/ Close/FIN
De\egate socket tll duplex, reliable channel Y ’<>¢ A
or DATATRANSFER FIN_WAIT_2 < CLOSING LAST_ACK
ACK Timeout after two ACK
/ segment lifetimes A
FIN/ACK
> TIME_WAIT CLOSED
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